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[Pv4/1Pv6 & & 2244 #) (Dual Stack)
i@ 38 A 4| (Tunnel )

3 hk W) € #2342 4% 4] (Translator)
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Name Connectivity Type L ocation

Dual stack 4-to-4 over 4, 6-to-6 over 6 Dual stack InsingleE5 or ND
SIT 6-to-4, 4-to-6 Trandator InsingleESor ND
Bump-in-Stack (BIS) 4-t0-6 Trandator InsingleES
Bump-in-API (BIA) 4-t0-6 Trandator InsingleES
NAT-PT 6-to-4, 4-to-6 Trandator Insingle ND

MTP 4-t0-6,4-t0-6 (multicast) Trandator In single ND

TRT 6-to-4 Trandator In single ND

SOCK S64 4-t0-6, 4-t0-6 Trandator Between ESand ND
6over4 6-to-6 over 4 Tunnel Between ESand ND
ISATAP 6-to-6 over 4 Tunnel Between ESand ND
DSTM 4-to-4 over 6 Tunnel Between ESand ND
Configured IP-in-1P 6-to-6 over 4, 4-to-4 over 6 Tunnel Between ESand ND, two NDs or two ESs
6to4 6-to-6 over 4 Tunnel Between two NDs
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= RFC1933->RFC2893(Standard)
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» [Pv4 Stackzhfckxgh > i IPvO3h AL e B
(BpIPv4-only node)

» [Pv6 Stackzhsekx s > M IPv4zh 58 B B
(BpIPvb-only node)

» [Pv4 Stack & IPv6 Stackszh st % EL )
(node B-48 fE b4 5 %t



R & ¥
« RFC 1933

|IPv6

= RFC 3056

\ "4
N

A% F+ Tunneling

|IPv6

.
ﬁ
:

= RFC 3053
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bover4:id ia # # 3 6145 X
AN

IPv4 header
IPv6 header IPv6 header

TCP header TCP header
Data Data

13



RER S ES NN

Ethernet

original packet
J P 0x86dd

encapsulated packet  Ethernet
0x0800

14



IPv¢
end system

4

-

L4+

L4+

IPv ¢
L2

L4+

IPv¢

IPv ¢

IPv4

L1

L2

L1

IPv4 #g1&

/]

Payload
protocol

Carrier
protocal

-

IPv¢
end system

l

L4+

IPv¢ L4+ L4+

IPv4 | IPv¢ 1Py ¢
L2 L2
L1 L1
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@ E e 8- Dual Stack Router

IPv6 island

IPv6 island

IPv4 HEE&

IPv4 Tunnel

Dual-stack
node

Dual-stack

node
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%8 3 25— Dual Stack Host

Dual-stack  /~  + A4 [ IPv4
o 1\\““6\ - B N RELE K KK B
IPv6 island XY‘ A ' Dual-stack
=<_ node

N

.Payload IPv4 H Payload
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» F%72 % (Manually Configured)

= ¥ 4% E(Semi-automated)
= > A %EE (Automated)

18



Manually Configured Tunnel
(RFC 2893)

Dual-Stack Dual-Stack
Routerl Router2
IPv6 = |Pv4 T Y IPv6
Network Network
IPv4: 131.243.129.44 IPv4:140.110.199.250
IPv6: 3ffe:b00:¢c18:1::3 IPv6: 3ffe:b00:¢c18:1::2
routerl# rout er 2#
i nterface Tunnel O i nterface Tunnel O
| pv6 address 3ffe: b00:c18:1::3/64 | pv6 address 3ffe: b00:c18:1::2/64
tunnel source 131.243.129. 44 tunnel source 140.110.199. 250
tunnel destination 140.110. 199. 250 tunnel destination 131.243.129. 44
tunnel node ipv6ip tunnel node ipv6ip

Manually Configured tunnels require:

Dual stack end points
Both IPv4 and IPv6 addresses configured at each end 19



Manually Configured Tunnel

Dual-Stack Dual-Stack
Router |
Route Pva N Host
IPv4: 140.110.199.254 IPv4: 211.73.69.7
IPv6: 2001:288:03a1:210::3/127 IPV6: 2001:288:03a1:210::2/127
FreeBSD4. 7#

gifconfig gif0 211.73.69.7 140.110. 199. 254
i fconfig gifO inet6 2001: 288: 03al: 210:: 2 2001: 288: 3al: 210::3 prefixlen 128

20




Linux Tunnel
N

/etc/sysconfig/network-scripts/ifcfg-sitl

DEVICE=sitl

BOOTPROTO=none

ONBOQOT=yes

IPV6INIT=yes

#Remote end-1SP |Pv4 addr
IPV6TUNNELIPV4=140.110.199.250
#Y oursdlf IPv6 tunnel addr from ISP
IPV6ADDR=2001:288:3A1:210::2/127

Ifup sitl

21
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SESEACHEZE (Tunnel Broker) &

IPv4 Site

Dual-Stack Tunnel
User-Node Broker

IPv6-over-IPvZ

Tunne IPv6 site

Server

22
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1)4F B & B % Tunnel Broker %53 Mt & &
(registration procedure)

2) 4 A& B RE4ETunne Broker » 42445 A &%
LB (A4 Pt ~ E £ &%~ IPV6 X 38 %
78 %)

3) Tunnel BrokeriZ & #4825 3% 25 ~ DNSF) AR 25 A f&
FA & v 2L 48 RS

NBERZERR B ETUABEEZ P64

23



Remote Site

Lﬁﬁ%&ﬁﬁ%

IPv6 network provider

[Tunnel Broker

Dual-Stack
Host/Router

Client-Broker
Interaction

Tunnel Broker
Directory

Well known
WWW Server

B

WWW.ipv6.org "  [tp cselt.it
\ | tb.company.com

>

RG

Dual-Stack -

Router |

DNS Server

Broker-DNS
Interaction

Broker

v Interaction

[Tunnel Server]

24
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“http
secure http -
Other? [Tunnel Broker

G o A — i |

| IPv4 address | >

Dual-Stack
Host/Router | 4
y

oy,
#
o

nickname
| IPv6 OS Type

The client provides | .
minimal configuration e )

- - " “‘
information i ITRG '
H .
Dual-Stack ', \oefvers

Routers

b
--------



‘\I

(“

P

Client et A
™ |

Dual-Stack
Host/Router

e

The tunnel is now u
and working

il

-
[TUI"II"IE| Broker

—————— ==y

-

T

e
L e
L

IR H M EAE(2)

Tunnel Broker server
automatically configures
client, DNS and the
selected Tunnel Server

H
E i [ XN N |
) (o B
Dual-Stack "'.. Servers —
Routers 4 ': % ‘5
\“ RS : . H

-

-

Other IPv6 net?

26



i 18 /X, 72 # (Tunnel Broker) % 1
|mplementation

2. Tunnel broker[=] & Tunnel 4
&iAKEIPv4 Fclientis

L .%!II:I

0
Tunnel broker IPv6 DNS

1. IPv4iclientimid ™~
HEI=LOESEP

3. Tunnel brokerz%
tunnel servergirouter

\ /
| .E%]

- HE
Cllent T
4. Clienti# 4] tunnel server B¢ router
FEATE tunnel IPv6 78

27
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TECHHNOLOGIE

Tunnel Broker Service
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TECHMOLOGIES

Tunnel Broker Service
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i@ 38 /X 32 & (Tunnel Broker) 4 4]
Scripts and Parameters

.

Your request for a tunnel has been accepted

To configure you machine 203.75.43.148, you will need to run

the attached configuration script to start using your tunnel.

As with all scripts you should review its contents to make sure that it
behaves as you expect. You should consult your vendor's documentation to
determine how to make this configuration stable across a machine reboot

attached configuration
ipv6.exe rtu ::/0 2/::203.74.21.3
ipv6.exe adu 2/2001:238:888::1

30



188 AT F (Tunnel Broker)#% |
| nterface

Select Command Prompk

CosDocuments and Settings~Administrator>netsh intewrface ipvbh show address
Querying active state...

Interface 6 Teredo Tunneling Pseudo—Interface

DAD State Ualid Life Pref. Life Address

Preferyred infinite infinite felB@::-1481 :3FeZb:637?-fara
2 Local Area Connection 3

DAaD State Ualid Life Pref. Life Address

Preferred infinite infinite EEEE--4645:53ff:f354=????
4: Local Area Connection 2

DAD Etate Ualid Life Pref. Life Rddr»ress

Preferred infinite infinite t=Z24A:5ff=fea7:-82h6
2z 6tod Pzeudo—Interface

DAD State WValid Life

Preferyred infinite infinite 2002 :ch4b:2bh?4::ch4bh:-2ho4
: Automatic Tunneling Pseudo—Intewrface

DAD State Ualid Life Pref. Life Address

Preferyved infinite infinite 2001238 :-HEE
1: Loopback Pseuwdo—Interface

DAD Etate Ualid Life ] i Addr»ress

Preferred infinite infinite
Preferved infinite infinite felB@A::

31



@8 AT F (Tunnel Broker)#%
Routing Table

v Command Prompt

C:sDocuments and Settings“Administrator>netsh interface ipvb show routes

GQuerying active state...

Publish

Type

Manual
Manual
Manual
Manual

20082 :: /16
Y
T
/8

Gateway/Interface Name

btod4 Pseudo-Interface

2082 :ch58:6381::
2082:836b:213c:1:eB:8Ff08:fB20:8
1:203.74.21.3

C:sDocuments and Settings“Administratoritracert wwu.bhone.net

Tracing route to bbhone.net [3ffe:hBB:ciB:

over a maximum of 38 hops:

1

2
3
4
5
b
7

63
b5
65
70
382
335
338

Trace complete.

*x

339 ms
325 nms

62
63
64
72
114
448
328

2001 :238:
2001 :238:
2001 :238:
2001 :238:
2001 :238:
rap.ipub.

1::181

888::2

80A:A:260:70ff : feBc - hb48

1200:73ff:felf:dBdA

B:24::2

efiB::14

viagenie.gc.ca [3ffe:hBA:ciB:1:290:27Ff Fel?:fchf]

wwu.bhone.net [3ffe:bBB:ciB:1::181

32



IPv4 Compatible Tunnel (RFC
2893)

Dual-Stack Dual-Stack
Router Router
— |Pv4 o

IPv4: 211.73.68.254

IPv6: ::211.73.68.254 IPv4: 140.110.199.250
IPv6: ::140.110.199.250

= |Pv4-compatible addresses are easy way to
autotunnel, but it:

« May be deprecated soon

33



ooverd:id 3&};& =]

Logical tunnel Tunnel IPv6
IPv6 Tunnel endpoint. end system
end system endpoint (decapsulation)
(encapsulation )
E_I 1
Multiple physical
14+ routes Tat

L4+ L4+ | IPvé Pve | L4t L4+
TP Pvé | 1Pv4 '\Payload /'IPv4 TPv¢ IPve
L2 L2 protocol 17 12

L1

L1 Carrier L1 L
protocal

34



Goverd:is & 4% 4

c1pvh o link MTIE 1500 tove link MTTT 1500)

Inberface 7isite 10 Geover- Wutual Indedacs curient ha

wzes Negghbor Discarreny

link-level addiess ] 34.2%. 2’?.23 1 DA tismsnats |

Interface 2 Czibe 0): Tunnel Pﬂeido-hterface
prefewed sddiess mSﬁdU lbﬂ? infinite /s finite

does nob wse Hegghbor Discoverny

rindtye ot addaess [0, | refs, wod tepontatie Linlk-lewel addsezs: 0000
rrndtic et address F02:0 1 TEHD: 1he T, 1 1efz, lost seporter prefemed swddiess 134 2308 27 231, infiate/ infin it
Lnde BATL 1250 (e Link MTIF 655150 linle WOTOF 02500 true JamJe BT 655150
curzent hap lirat 120 et hoap Lt 128
reschable e 4200z (hese S0000ms) ieachable e Dhoe (hase Chns)
retansrnission intewral 1000 retianarrassoon ntenral D
DAt rrdts ] DAD toan zonats
Inteifave 4 (site 1): BRigtiEER Interface 1 (zite 00 Loophack Prewdo-Inteface
s Negghben Dioe ooy does nob wse Hleg hbor Disoovenr

Link-level address: OO-CGE-44- Oh-42- 95 link-lovel addeecs:
pacleied sddoess (G0, 200 44T TeDb 4256, sl uaby'in S be
rrndtic pst address f02::1, | 1efs, nod reportable
vroltr et ad dzess (021 (0L 4252, | wis lagt wpoites
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6tod B )il @ M|

. . IPv4 Address . Interface ID
PP(3bits) | TLA(13bits (32bits) SLA ID (16bits) (64bits)
001 0x0002 Local Administered| Auto configured
=
2002:8243:1::/48
N 2002:947A:1::148
= = =
v T IPv4 — " g
130.67.0.1 148.122.0.1

6to4 prefix is 2002::/16 + IPv4 address.

2002:a.b.c.d::/48 IPv6 Internet

6to4 relay
2002:B0(:1::1
Announces 2002::/16 to the IPv6 Internet



6tod 3t e 4% =,

- Gitod address .
< Gtodprefix (48 hits)
_ﬂ 22002200 Z::.fg’ﬁ)
3 13 3 24 15 o
FP TL'&' LA
I |
001| oxo0oz2| TEE s sLA D nterface 10

37



6tod 8 ¥ 18 18 A% |

192.168.1.1

2002:c(0a8:101)1::

20026cl28:2052:22

IPvG
header

IPvG
data

IPv4
header

IPvG
header

IPvG
header

IPvG
data

Src=192.168.1.1

Ds1=192.168.2.

Src=2002:¢c0a8:101:1::1

CSre=2002:c0a8:101: 1321
Dst=2002:c0a8:201 2532

Dst=2002:¢c(0a8:201:2::2

38



Select Command Prompk

C:~xDocuments and Settings“Administrator CHTD-IPUG¥netzh inter ipub show address
Querying active state...

Interface

Addr Type

Interface

Addy» Type

Interface

Addy» Type

&

4: Local Area Connection 2

3

& A% %] —|nterface

: Local Area Connection

DpAD State

Preferred

DpAD State

Tentative

Ualid Life

infinite

Ualid Life

infinite

Fref .

Fref .

Life

infinite

Life

infinite

: 6tod Tunneling Pzeudo-Interface

DAl State

Ualid Life

Pref .

Life

Address

feBB::207:e?ff:fe@?:7364

Address

feBB::220:edff:fedd:chbb

Address

Other
Interface

Addy» Type

Interface

Addr» Type

Preferred

infinite

infinite

2002 :d247:cfid::d247:cfld

: Automatic Tunneling Pzeudo—-Interface

DAD State

Freferred

: Loopback Pseudo—Interface

DAD State

PFreferred
Preferred

Ualid Life

infinite

Ualid Life

infinite
infinite

PFref .

Fref .

Life

infinite

Life

infinite
infinite

Address

fe8B::5Sefe:210.71.207.29

Address




6tod g % i@ & & |
Routing Table

& Command Prompt

C:Documents and Rettings“Administrator.CHTID-IPUG netsh inter ipvb show routes
Querying active state...

Frefix GatewaysInterface Hame

Hanuwal 2002 :-cB58:6301::
Manual 2002 :836b:=213c:1:el:-8fB8:fH2H:8
Manwal 2082:: /16 6tod Tunneling Pseudo-Interface

C:sDocuments and Settings“Administrator.CHID-IPUG>tracert www.bhone.net

Tracing woute to bhone.net [3ffe:hBA:ciB:1::161
over a maximum of 38 hops:

176
229
228
372
374

176
228
228
547
373

175
228
228
372
371

20082 :836b:213¢c:1:e@:-8FfB8-fU26:8

Jffe:2980:10108:1::1

sl-hhluvh—prly—t—1A84 _zprintuvb.net [2001 :44@:1239:108%::21
Jffe:bA@:c18:1:2980:27fffel7:-fcBf

Iffe:hBB:c18:1::18

=]
3
=]

=]
3
=]

=]
3
=]

=

L T B A
|

L T B A I
=

Mo oM o

]
3
]

Trace complete.
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Tunnel
M echanism

Primary Use

Limitation

Requirements

Configured Tunnel

Stable and secure
linksfor regular
communication

Tunnel between two
points only

L ar ge management
over head

No independently
managed NAT

| SP-registered | Pv6
address

Dual-stack r outer

6tod4 Tunnel

Connection of
multiple remote
| Pv6 domains
Frequent
communication

L imitation of the
number of tunnels
supported by the 6to4
router

| Pv6 prefix (2002::/16)
Dual-stack r outer

Tunnel Broker

Standalone isolated
| Pv6 end systems

Potential security
implication

Tunnel broker service
must know how to create
and set a script
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N

average transmission time

250

" .
?// /-/

—=— 6to4
configureg tunnel

—e— tunnel broker

time(ms)

175 | —
150 T/—-/./
125 | | |

64 128 256 512 768 1024
pack size(bytes)
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ON
—
O

N

Configured tunnel —*— Tunnel broker

DO Lo I~ ON
o Ut n

Throughput(Kbps)

p—
U n

128 256 512 768 1024
packet size(Bytes)




i@ i M 5] 2 CPUAI A % 4
N

P | B | T Windows

Applications i Processes  Performance | petworking ] Users ]

CPU Usage

CPU Usage Hiskory

PF Usage

Page File Uisage Histary

Tatals

Handles 5168
Threads 299
Processes 27

Commit Charge (K)

Total Q0936
Lirnit 1253544
Peak 9379

Phisical Memary (K}

Total 523764
Ayailable 409120
Syetem Cache 59454
Kernel Memory (K

Tokal 21804
Paged 11564
Monpaged 10240

=100 %

spplications | Processes  Performance NetworkingiUsersl

CPU Usage Histary

Page File Usage Histary

CPU Usage

PF Usage

Tokals

Handles 5245
Threads 292
Processes 27

Comrit Charge: (k)

Tatal 92456
Lirriit 1285644
Peak 97364

Phyysical Memory (K)

Total 523764
#vailable 405540
System Cache 72
Kernel Mermory (K)

Total 22860
Paged 12516
Monpaged 10344

Q_,' Windows Task Manager
File Options Yiew Help
Applications 1 Processes

ZPU Usage CPU Usage History
FF Usage Page File Usage History
Totals Phiysical Mermary (K}
Handles 5247 Total 523764
Threads 300 fevailable 406360
Processes 27 System Cache 72788
Commit Charge (K) Kernel Memory (K)
Tatal 9z212 Total 22276
Lirnit 1283644 Paged 12044
Peak. Q7000 Monpaged 10232

Processes: 27

ICPU Usage: 11%

{Camnmit Charge: 88M | 1253M

6to4 tunnel

|Processes: 27

Cli‘U Usage: 8‘°."lo

Commit Charge: oM ! 1253M

configured tunnel

Processes) 27

CPU Usage: 8%

Commit Charge: 20M | 1253M

tunnel broker

=10l x|




@B Z BFHFE KRR

loss rate [or ©bhone

'_II-I‘ —
© Ak
gﬁ: P
= 5 P —— Stod
ﬁ El ; fﬁ.-- d— confizured hnmel
E ; f(,- J"fa_fﬂ'- mnnel broker
e
1 ﬁf L i L i

£ s 256 ble Tog 1d

packet size (bates)
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w2

8 A E X A 6 AT AR
N

ftod Tunmel Configured Tunnel Turmel Broler
SoneSite ot | Large Grall | Large Srall | Large
packet packet packet packet packet packet
SZe Sze AZE STE SZE size
Latency 1 1 2 2 3 3
1 1 3 2 2 3
Throughput
CPU
Utilization : : 1 1 1 1
LossRate 1 | 2 2 3 3
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DSTM 48 & 42 4 4% 4]

* DSTM# & % 45 #% ) 14 4% FRIBVA 2 &

Ae 7 | Pvo4d 5 | 3E 1F
o Draft-ietf-ngtrans-dstm-08.txt

DHCPVG6 /
DNS

Dual Stack

! v6 only EJ
; ((ﬁEi TARSE

v4 only

==
B
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DSTM % & 2R 4 4% !

s —[Pv6 nodefi—IPv4 node Z%@ 8%, H 54
B 4F — 2 A 2 IPv44r 1k (DSTMAZ) AR 25 32 4L )

« b B 2 [Pv44r bk 14 &5 DNS & DHCPvO 1 3R
B A
+ REFE B EBERNTLE [PviH a
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DSTM
Border
Router IPv4

Only
Node
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DSTM%E & 28 A AR ] EAF (v6 » v4)

L€

A / DSTM

— {8 & A 23t &1,4% 3% &5 A node(IPv6) £ C node(I Pv4)

DN%
1. A node% KDSTM4) Ak 5 4 F — IPv4 Sourcefir 1k

2. DSTM4E AR 2 &) & A node® A = |Pv4 addressfiz 1k & DSTM
Gateway &4 | Pv6Asr 1k
3. A node £ 4 I1Pvdit &,

50



DSTM#% & ,‘i’ﬁ%?}%@ﬁ%ﬂ EAF (V6 » v4)

DN% DSTM DN%

AI—}|B|

—{B A node% B node#) i 14 7 3. (% 1Pv63t &) -
B noded & IPv64t 6,88 » 2R 1% % sbIPv4st @32 45C node -
B nodezz A nodedy | Pv4sz | Pvefr 1t » 2K 4% Mapping4: & &9 Routing

Tabled -
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%
—]
<
=
i
2

FEAR
[S)e'\r'?er \ Global Internet
DHCPV6 |
|

| Pv4 Roulti

| Pv6/1Pv4 Host X
Dynamic Tunnel Interface
DHCPv6 Client

- Host X# DHCPV64:) iR & k4% Pv4-M apped fir 1k &

DSTM A IR & &Y% R4 &
- Host X can now communicate with IPv4toHostsY and Z
End-2-End. IPv4 Host Y
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DSTM % & &R4s# % + Port Range

Global Internet

| Pv4 Roulti

Intranet Company ABC == |Pv4 Host Z
@STM Router 4 Router
S

|
DSTM IPv6
Routing Domain

Intranet ABC I Pv6/IPv4 DEZ

| Pv6/1Pv4 Host X
Dynamic Tunnel Interfa
DHCPv6 Client

- Host X obtains | Pv4-Mapped Address, Port Range, and

Tunnel End Point for DSTM Router, from DHCPv6 Server.
- Host X can now communicatewith IPv4to Hosts Y and Z End-2- .
- DSTM Router can now use a single addressfor multiple IPv6/IPV4  [Bua Hog Y

Hostswithin the DSTM [ Pv6 Routing Domain. e




DSTM & & 22 4544 5

| Pv4 Routi

oto4
[S>e|\r|s \ Global Internet
DHCPv6 -ver
Server 3

Intranet Company ABC == |Pv4 Host Z

-
DSTM IPv6 DSTM Router = 4 Router

Routing Domai n. 0
]

| Pv6/1 Pv4 Host X
Dynamic Tunnel Interfa
6to4 Dynamic I nterface
DHCPv6 Client

Host X obtains | Pv4-Mapped Addressand Port Range only.
TEP isnot needed as 6to4 address is used to communicate to
DSTM Router.

Intranet ABC I Pv6/IPv4 DEZ




DSTM &2

SA=100.50.0.2
DA=200.4.5.6

/‘\ 100.50.0.2 =

&

—
—

SA=100.50.0.2
DA=200.4.5.6

22 ¥ A% |+ otod

SA=200.4.5.6
DA= 100.50.0.2\

SA=2002:100.0.0.1::2:2
DA= 2002:200.4.5.6::

2002:100.0.0

SA=100.50.0.2
DA= 200.4.5.6

SA=2002:100.0.0.1::2:2
DA= 2002:200.4.5.6::

SA=100.50.0.2
DA= 200.4.5.6

SA=100.50.0.2
DA=200.4.5.6

2002:100.0.0.1::2:2
Dual stack Node

SA= 200.4.5.6
DA= 100.50.0.2

SA=200.4.5.6
DA= 100.50.0.2

SA=2002:200.4.5.6::

DA=2002:100.0.0.1::2:2

SA=200.4.5.6
DA=100.50.0.2

SA=2002:200.4.5.6::
DA=2002:100.0.0.1::2:2

SA=200.4.5.6
DA=100.50.0.2
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DSTM 4 & %2 # . #1
|Pv4 Query to |Pv6 Address

DSTM Server
DHCPv6+DNS Server Global Inter net

| F-
=

1

| Intranet Company ABC == |Pv4 Host Z
DSTM IPv6 DSTM Router 4 Router

Routing Domain
| Pv6/I Pv4 Host X
Dynamic Tunnel Interfa
6to4 Dynamic I nterface

DHCPv6 Client
- Host Y and Z can now do DNS L ookup for

Host X that has only | Pv6 address. |y
- DNSY or Z query will goto DSTM Server
- DSTM server will assign Host X an | Pv4 address IPv4 Host Y
and return Host Y or Z back that address 56
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DSTM &¢ & 22 #5444
3G and WLAN Network

DSTM Server M echanisms and Extensions \

- .‘._:._- | Pv6
: :

Services

| Pv6 Networ. =
| Pv6 Router

| Pv4
Services

:

‘<§
pa
o'o

I Pv4 Netwo

| Pv4 Router

End-2-End Communications
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DSTM % & R4 5] J& A
Roaming Scenario

+ Giving I Pv4 addressesto visitors can become
expensive:
— Vidted Network offers |Pv6 connectivity onl

« Home network offers connection to the v4
world via DSTM Home Net

— to Corporate Intranet
— to Global Internet

ed0: fl ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> ntu 1500
I net6 fe80::200:cOff:fell: cba0%d0 prefixlen 64 scopeid 0x1
I net6 3ffe:305:1002: 4: 200: cOff:fell: cbalO prefixlen 64
I net6 2001: 660: 282: 4: 200: cOf f: fell: cbaO prefixlen 64
et her 00:00:c0:11:chb: a0

gi f0: flags=8011<UP, PO NTOPO NT, MULTI CAST> ntu 1280
I net6 fe80::200:cOff:fell:cbal%if0 --> :: prefixlen 64
i net 192.108.119.197 --> 192.108. 119. 199 netnask Oxffffffff
physi cal address inet6 3ffe:305:1002: 4:200: cOff:fell:cbal -
-> 3ffe: 305:1002: 1: 200: cOf f : f e85: cbal




|mplementation of DSTM

< BSD « INRIA »

— DSTM gateway
— DSTM server (RPC)
— Client: manual conf, dynamic conf

<+~ BSD Kame

— Client: Manual Configuration

» LInux

— Client: Manual Configuration

<« Windows: ?
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DSTM# %] = freeware #x 4

8 DSTM - Download Freeware software from our Miscellaneons cate gory - Microsoft Internet Explozer |T||E|
wERD  REE SR EmEEey THI SREAH A

=)

th

bt
Rl
e

QD © NEAG One Jowne @re © 3-0L © -

FE4ETY I@ EADETH - Download Freeware software from our Miscellaneons cate gory hbm

~ B s EE >

Ea il

t UCow s Search our site: | ' | this site - B8
Windows Macintosh Mobile/PDA Purchase Software Shopping

Linux = Internet » Miscellansous = DSTM

Build Traffic with the new Search Engine Commando: the ultimate Web promotion software suite

DSTM 1.4 beta Rating: &) No Rating

License: Freeware £
Download File details
Information: « Console Date:

This is an IPv4-to-IPva May 26, 20032
transition proposal,
based on the use of Size: 395.0KB
IPv4 over IPvE dynamic
tunnels and the Estimated download time:
temporary attribution
of IPv4 global e e
addresses to IPvE-only 00:00:57 [EER “"—l
hosts. S

F D AR

R DSTM -D




AL Ik 1 ST RG4S AR
(Tranglator)




3L Bk 1 R 3R 4R AR ] 48 B v T R $R 4%

L

[ T

IPv4
end system

IPv6
end system Translator
\/ \/
'\
L4+ L4+ L4+
|Pv6 IPv6 | IPv4
L2 L2
LT LT

L4+

IPv4
L2
L1
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3L Bk 1 € 3G 3 AR

AR RS hk P 3E SR 2 92 35 (Network

Address Tranglation-Protocol Trandlation:

NAT-PT)
= TCP-UDP 4 # ] (TCP-UDP Relay)
= Bump-in-the-Stack (BIS)# 1
» SOCKSZ A #2841 PV6/IPVARS 18 53 # 4

3

oA
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& EIP/ICMPa 328 &)

IR
SIT s 5
DNS-ALG FTP-ALG

]

IPv6/I1Pv4 Translation Manager




48] B8-S Bk 38 SR 1) SE 2 4 4R 41 (4-6)

2001

DNS

elC c00 B::3
ipv6DNS ndhu edu tw

IP\6 44 3

134 20¢€ 1C 1

iE\4DNS ndhu edv tw
(2. IPv4

DNS-AL

DN¢

[
|
[
- Sl
|
T

IP\6
host

|

|

I c

| | h E
s dress allocation anc
1I (5 create address mapping v

IPv4 address pool

ipv6 ndhu edu %

(4,A6 (6;A
E
<8 BN N AU S N— 1P
= NA1—P11 host
2001 e1C 00 B::2 .~ 4 134 208 9 108

IPv6 <-> IP\4 Addiess Mapping Table

ipv4d ndhu edu tw

Final Result

IPv4 HostsRZ&fth#EER134 208 9 10°

{EBIE

IPv6 Host:B A& fth iR
2001 e1C c00 B::134 208 9 1084

i3
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"

48] 843 ik 9138 3D R 2 93k 4 1 (6-4)

200" e1C c00 B::

134 208 1C 1

200" elC c00 B::2
ipv6 ndhu edu tw

134 20€ 9 108
ipv4 ndhu edu tw

; < Fom—m———————
IPVEDNS ndhu ed. tw | ! ipvADNS ndhu edv tw
K I (3,A
IPv6 A > 1P
| STALE 1 . DN¢
| 1 [ () ]
| (5\Ad(:1ress allocation
: k(g@t IPY¢ prefix)
| \
| (9
R S B FIRRR TS . pt 1Pv4
| | _
: NAT-PT host
| 4
|
|
|
|

IB‘(4 address

If'- /' pool

- !
IPv4 address pool IPv6 <-> IPv4 Address Mapping Table Final Result

IPv6 Host:R A& fthEiR
200" e1C c00 B::134 20¢ 9 108 {4
BB

IPv4 Host RE&fhiEER134 208 9 10
e8I
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TCP-UDP ¥ # 4% 4] (TCP-UDP Relay)
N

TCP relay system outer network

Destination host

Initiating host

67



TCP-UDP i # #1:8 4f
N

R frlfikes — dummy

efix fec0:0:0:1::/64  OUter metwork

fec0:0:0:1::

Destination host

IPv4 only

Initiating host
IPv6 only TCP/IPv6:the initiating host 2 HRE(A]IR2%
address on IPv6 header:A6 2 A6::X4
TCP/IPv4:F#EfmHRESs = the destination host
address on IPv4 header:Y4 2 X4

68



BI St %!
N

A host having the ability of a
translator in a TCP/IPv4 stack.
> a self-translator

> a kind of a dual stack host.

> no need of v6 apps

> no modification of v4 apps.

—
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BISi# #1544 48
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RFC 3338 - Bump-In-the-API

* The main purposes of BIA are the same as BIS.

* It makes |Pv4 applications communicate with 1Pv6
hosts without any modification of those IPv4
applications.

» BISisfor systemswith no IPv6 stack, BIA isfor
systems with an 1Pv6 stack.

= BIA SHOULD NOT be used for an IPv4
application for which source code is available.
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Architecture of BIA

TCP(UDP) / IPv4 or IPv6

4 Socket API

172



SOCKS2A £ 2 a1 Pv6/IPv4
fé] 38 35 A% H EAF

] Gateway G ]
Client C (server) Destination D

Same Application
_— : l toD m\ Application
APIS —_ Sock Lib LtoG LoD
Sockef DNS Beket, DNS Sockef DNS
IPpX IPpX | Ipjy IPpY
Netwdrk I/F Network 1 Netwdrk I/F
YV w
Socksified «—» - » Normal
Connection data data Connection
+“—>

to D (control)
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