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Between two NDsTunnel6-to-6 over 46to4

Between ES and ND, two NDs or two ESsTunnel6-to-6 over 4, 4-to-4 over 6Configured IP-in-IP

Between ES and NDTunnel4-to-4 over 6DSTM

Between ES and NDTunnel6-to-6 over 4ISATAP

Between ES and NDTunnel6-to-6 over 46over4

Between ES and NDTranslator4-to-6, 4-to-6SOCKS64

In single NDTranslator6-to-4TRT

In single NDTranslator4-to-6,4-to-6 (multicast)MTP

In single NDTranslator6-to-4, 4-to-6NAT-PT

In single ESTranslator4-to-6Bump-in-API (BIA)

In single ESTranslator4-to-6Bump-in-Stack (BIS)

In single ES or NDTranslator6-to-4, 4-to-6SIIT

In single E5 or NDDual stack4-to-4 over 4, 6-to-6 over 6Dual stack

LocationTypeConnectivityName
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� RFC1933->RFC2893(Standard)
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IPv4IPv4

�� � � � � � ��� � � � � � �   TunnelingTunneling

� RFC 1933

� RFC 3056

� RFC 3053

IPv4IPv4
IPv6IPv6 IPv6IPv6

IPv6 IPv66over4

6to4

IPv4IPv4
IPv6IPv6

IPv4/
IPv6 Tunnel Broker
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Manually ConfiguredManually Configured Tunnel Tunnel 
(RFC 2893)(RFC 2893)

IPv4IPv6 
Network

IPv6 
Network

Dual-Stack 
Router2

Dual-Stack 
Router1

IPv4: 131.243.129.44   
IPv6: 3ffe:b00:c18:1::3

IPv4:140.110.199.250   
IPv6: 3ffe:b00:c18:1::2

router1#

interface Tunnel0
ipv6 address 3ffe:b00:c18:1::3/64
tunnel source 131.243.129.44
tunnel destination 140.110.199.250
tunnel mode ipv6ip

router2#

interface Tunnel0
ipv6 address 3ffe:b00:c18:1::2/64
tunnel source 140.110.199.250
tunnel destination 131.243.129.44
tunnel mode ipv6ip

• Manually Configured tunnels require:

Dual stack end points

Both IPv4 and IPv6 addresses configured at each end



20

IPv4

Manually ConfiguredManually Configured TunnelTunnel
Dual-Stack 

Router

IPv4: 140.110.199.254   

IPv6: 2001:288:03a1:210::3/127 

FreeBSD4.7#
gifconfig gif0 211.73.69.7 140.110.199.254
ifconfig gif0 inet6 2001:288:03a1:210::2 2001:288:3a1:210::3 prefixlen 128

Dual-Stack 
Host

IPv4: 211.73.69.7   

IPv6: 2001:288:03a1:210::2/127 
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Linux TunnelLinux Tunnel

/etc/sysconfig/network-scripts/ifcfg-sit1 
DEVICE=sit1 

BOOTPROTO=none 

ONBOOT=yes 

IPV6INIT=yes 

#Remote end-ISP IPv4 addr

IPV6TUNNELIPV4=140.110.199.250 

#Yourself IPv6 tunnel addr from ISP 

IPV6ADDR=2001:288:3A1:210::2/127

ifup sit1
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� � � �  ! " Tunnel Broker # $ % & ' (
(registration procedure)

2) � �  ) * ! " Tunnel Broker+, - � �  .
/ 0 1 ( 2 3 4IP5 6 78 9 : ; 7IPv6< = >
? @ )

3) Tunnel Broker��A B . / 7DNSC D E F �
�  . / G H

4) I J ��K L +� �  M N O P Q R IPv6A B



24

��" # $ ��� ��" # $ ��� 

" �# � ���� ��� � � 
����$ � �� �� �� � �� ��

� ����� � ! �����% �� � �� & ' � �� ��� ��

( ����� �� $ �

( ( ( �� ��� ��

�) *�  ���*��

�) *� � # � � �+ *� � #

***********

� ! �����% �� � ��

& ���� �� �+

� % �, � �
$ $ $ *�� � 
*� ��

& ! � �-� �� � �

. �  �/" � ! ���

� �����-% �� � ��

������ � ��� �

� ! ������ ��� ��

" 0

" 0

" 0

& ! � �-� �� � �

" � ! ���

% �� � ��

������ � ��� �

% �� � ��-& ' �

������ � ��� �



25

��" # $ ��� ��" # $ ���  (1)(1)



26

��" # $ ��� ��" # $ ���  %& '%& '



27

��" # $ (Tunnel Broker)��
Implementation
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��" # $ (Tunnel Broker)��
Scripts and Parameters
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IPv4 Compatible TunnelIPv4 Compatible Tunnel (RFC (RFC 
2893)2893)

� IPv4-compatible addresses are easy way to 
autotunnel, but it:
• May be deprecated soon

IPv4

Dual-Stack 
Router

Dual-Stack 
Router

IPv4: 211.73.68.254   
IPv6: ::211.73.68.254 IPv4: 140.110.199.250   

IPv6: ::140.110.199.250
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66to4to4/ 0 ����/ 0 ����



6to4/ 0 �����Interface



6to4/ 0 ����
Routing Table



Tunnel broker service 
must know how to create 
and set a script

Potential security 
implication

Standalone isolated

IPv6 end systemsTunnel Broker

IPv6 prefix (2002::/16) 

Dual-stack router

Limitation of the 
number of tunnels 
supported by the 6to4 
router

Connection of 
multiple remote 
IPv6 domains 
Frequent 
communication

6to4 Tunnel

ISP-registered IPv6 
address 

Dual-stack router

Tunnel between two 
points only 

Large management 
overhead

No independently 
managed NAT

Stable and secure 
links for regular 
communication

Configured Tunnel

RequirementsLimitationPrimary Use
Tunnel 

Mechanism

1 2 3 4
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DSTMDSTM������������

� DSTM������� � 	 IPv4
 � �
 � IPv6� � � � �
• Draft-ietf-ngtrans-dstm-08.txt

Dual Stack

DHCPv6 / 
DNS



48

DSTMDSTM������������

��� � � � � � � � � � �� � � � � � � � �  ! " #$ %

& ' �( � 
 � � � � ) * +, - . / 0 1 2 3 4 5

� �( � 
 � � � � ) * � 6 , 7 - 8, 9 : � � � ; <

= >

� ? @ " A 6 B C ! D E F G H � � � � I G



49

DSTMDSTM������������



50

DSTM������� � (v6 � v4)

� �� � � � � �� 	

A node(IPv6)




C node(IPv4)
1. A node

� �

DSTM

� �� � � IPv4 Source

��

2. DSTM

� �� �
A node

� � �

IPv4 address

�� �

DSTM 
Gateway

�

IPv6
� �

3. A node 

��

IPv4
� �
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1. � �

A node




B node

�� � ��
(

�
IPv6

� �

) �

2. B node

��

IPv6

� �� � 	 
� �
IPv4

� � � �

C node �

3. B node

 �

A node

�
IPv4

�
IPv6

�� � 	 


Mapping

�� �

Routing

Table

� �

DSTM������� � (v6 � v4)
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DSTMDSTM������������

IPv6 Routing

Intranet ABC IPv6/IPv4 DFZ

IPv4 Routing

IPv4 Routing

Intranet Company ABC

Global Internet 

IPv6/IPv4 Host X
Dynamic Tunnel Interface
DHCPv6 Client

IPv4 Host Z

IPv4 Host Y

DSTM Router IPv4 Router

IPv4 Router

DHCPv6
Server

DNS 
Server

- Host X

�� ��

DHCPv6

�� ��� ��� ��� � � �� �� �� �
IPv4-Mapped 

�� �� � ��� �� � �

DSTM

�� �	 
� � ��� �	 
� � ��� �	 
� � ��� �	 
� � �

- Host X can now communicate with IPv4 to Hosts Y and Z 
End-2-End. 
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DSTMDSTM L M N O ��L M N O �� + Port Range+ Port Range

DSTM IPv6
Routing Domain

Intranet ABC IPv6/IPv4 DFZ

IPv4 Routing

IPv4 Routing

Intranet Company ABC

Global Internet 

IPv6/IPv4 Host X
Dynamic Tunnel Interface
DHCPv6 Client

IPv4 Host Z

IPv4 Host Y

DSTM Router IPv4 Router

IPv4 Router

DHCPv6
Server

DNS 
Server

- Host X obtains IPv4-Mapped Address, Port Range, and 
Tunnel End Point for DSTM Router, from DHCPv6 Server.

- Host X can now communicate with IPv4 to Hosts Y and Z End-2-End. 
- DSTM Router can now use a single address for multiple IPv6/IPv4

Hosts within the DSTM IPv6 Routing Domain.



54

DSTMDSTM������������
6to46to4

DSTM IPv6
Routing Domain

Intranet ABC IPv6/IPv4 DFZ

IPv4 Routing

IPv4 Routing

Intranet Company ABC

Global Internet 

IPv6/IPv4 Host X
Dynamic Tunnel Interface
6to4 Dynamic Interface
DHCPv6 Client

IPv4 Host Z

IPv4 Host Y

DSTM Router IPv4 Router

IPv4 Router

DHCPv6
Server

DNS 
Server

Host X obtains IPv4-Mapped Address and Port Range only.
TEP is not needed as 6to4 address is used to communicate to 
DSTM Router.
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DHCPv6+ IPv6 Only
Routing

IPv4 Only

100.0.0.1

200.4.5.6

Dual stack Node
2002:100.0.0.1::2:2

SA= 100.50.0.2
DA= 200.4.5.6

SA= 200.4.5.6
DA= 100.50.0.2

SA= 200.4.5.6
DA= 100.50.0.2

SA= 200.4.5.6
DA= 100.50.0.2

IPv4?

100.50.0.2

SA= 2002:100.0.0.1::2:2
DA= 2002:200.4.5.6::
SA= 100.50.0.2
DA= 200.4.5.6

SA= 2002:100.0.0.1::2:2
DA= 2002:200.4.5.6::
SA= 100.50.0.2
DA= 200.4.5.6

SA= 200.4.5.6
DA= 100.50.0.2
SA= 2002:200.4.5.6::
DA= 2002:100.0.0.1::2:2

SA= 200.4.5.6
DA= 100.50.0.2
SA= 2002:200.4.5.6::
DA= 2002:100.0.0.1::2:2

SA= 100.50.0.2
DA= 200.4.5.6 100.50.0.2 =

2002:100.0.0.1::2:2

SA= 100.50.0.2
DA= 200.4.5.6

DSTMDSTM � � � � � 	� � � � � 	 + 6to4+ 6to4
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DSTMDSTM L M N O ��L M N O ��

IPv4 Query to IPv6 AddressIPv4 Query to IPv6 Address

DSTM IPv6
Routing Domain

Intranet ABC IPv6/IPv4 DFZ

IPv4 Routing

IPv4 Routing

Intranet Company ABC

Global Internet 

IPv6/IPv4 Host X
Dynamic Tunnel Interface
6to4 Dynamic Interface
DHCPv6 Client

IPv4 Host Z

IPv4 Host Y

DSTM Router IPv4 Router

IPv4 Router

DSTM Server
DHCPv6+DNS Server

- Host Y and Z can now do DNS Lookup for 
Host X that has only IPv6 address.

- DNS Y or Z query will go to DSTM Server
- DSTM server will assign Host X an IPv4 address

and return Host Y or Z back that address  
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DSTMDSTM L M N O ��L M N O ��

3G and WLAN Network3G and WLAN Network

IPv6 Network IPv6 Network

IPv4 Network

IPv6
Services

IPv4
Services

SIIT-MIPv6-WLAN-3G
Router/Gateway

IPv6 Router

IPv4 Router

DSTM Server Mechanisms and Extensions

IPv6 Hosts

Comm. Tower

Modem Bank

                    Access Point

End-2-End Communications
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Home Net Y
802.11

DSTM L M N O ��1 2
Roaming Scenario

� Giving IPv4 addresses to visitors can become 
expensive:
– Visited Network offers IPv6 connectivity only

� Home network offers connection to the v4 
world via DSTM
– to Corporate Intranet
– to Global Internet

ed0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
inet6 fe80::200:c0ff:fe11:cba0%ed0 prefixlen 64 scopeid 0x1 
inet6 3ffe:305:1002:4:200:c0ff:fe11:cba0 prefixlen 64 
inet6 2001:660:282:4:200:c0ff:fe11:cba0 prefixlen 64 
ether 00:00:c0:11:cb:a0

gif0: flags=8011<UP,POINTOPOINT,MULTICAST> mtu 1280
inet6 fe80::200:c0ff:fe11:cba0%gif0 --> ::  prefixlen 64 
inet 192.108.119.197 --> 192.108.119.199 netmask 0xffffffff 
physical address inet6 3ffe:305:1002:4:200:c0ff:fe11:cba0 -

-> 3ffe:305:1002:1:200:c0ff:fe85:cba0
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Implementation of DSTM

� BSD « INRIA »
– DSTM gateway 
– DSTM server (RPC)
– Client: manual conf, dynamic conf

� BSD Kame
– Client: Manual Configuration

� Linux  
– Client: Manual Configuration

� Windows : ?
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R S 
 � T U ��R S 
 � T U ��

� ��������	
��(Network 
Address Translation-Protocol Translation; 
NAT-PT)

� TCP-UDP � � � (TCP-UDP Relay)

� Bump-in-the-Stack (BIS)� �

� SOCKS� � � � IPv6/IPv4� � � � �
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TCPTCP--UDPUDP_ ` � �_ ` � � ((TCPTCP--UDP Relay)UDP Relay)
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RFC 3338 RFC 3338 �� BumpBump--InIn--thethe--APIAPI

� The main purposes of BIA are the same as BIS.  
• It makes IPv4 applications communicate with IPv6 

hosts without any modification of those IPv4 
applications.

� BIS is for systems with no IPv6 stack, BIA is for 
systems with an IPv6 stack.

� BIA SHOULD NOT be used for an IPv4 
application for which source code is available.
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IPv4 Applications

TCP(UDP) / IPv4 or IPv6

Name
Resolver

Address
Mapper

Function
Mapper

IPv4 Socket API

Socket API (IPv4)

Architecture of BIArchitecture of BIAA

API Translator
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SOCKSSOCKSE c d GE c d G IPv6/IPv4IPv6/IPv4
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