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Not every flower can represent love, but roses did it
Not every tree can stand thirst, but cactus did it
Not every protocol can fit the future, but IPv6 did it.

IPv6, the standard of the Internet Future.
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bits
Class A

Class B

Class C

Class D

Class E

Class-ful IPv4 Address

01234 8 16 24 31
0| Network Host

10 Network Host

110 Network Host
1110 Multicast address

1111 Reserved

1.0.0.0 to
127.255.255.25

128.0.0.0 to
191.255.255.25

192.0.0.0 to
223.255.255.25

224.0.0.0 to
239.255.255.25

240.0.0.0 to
255.255.255.25
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TCP/UDP #%3A

» 48 EN0ST £ # A 6y %42 (Transport /@ ) = Protocol >
TCPR 4-OptionFF HA4Z 88 &k & A20Byte » #,450ptionkF >
B &% & - & AUDPES » 42358 & & 4 8Byte o

= Application Data

» L= R P AKXy Service FrE A8 EAH o

= Local Network Layer Tailer

» ¥ JE A Local Network #2388 o 3t L3 0 FitAwALocal
Network Protocol ZPacketéy s B > $10ST %442 A g4
1R R E2R (MIE R BData Link/@ )i #E - 1L
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[Pv6 714X 48 PR 4 2% 1) B 6 iy



[Pv6 Packet 4%:% %244
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# RFC791(Internet Protocol DARPA Internet

[Pv4d Header

Program Protocol Specification)

0 1 3
0123456 78901234567 89012345678901
Version IHL Type of Service Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum
Source Address
Destination Address
32 x N Bit Options
Padding

[ A IPV6 By st s e
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[Pv4d Header #&4

# Version (4 bits)
» %5k Internet Protocol &9pr A%E#E o [Pv4d A0100 -

« [HL : Internet Header Length (4 bits)

Ff‘xTIP 1258 & JE oA o 532 Bits(4Bytes) & — 1A%
1A

= TOS : Type of Service (8 bits)

» 35 X IP Servicedt E & Keglfr - 2 H T %% RO AL HE R
MAZERFRE  BERERRKEEZEAR -

« Total Length (16 bits)

> LxBy’iJ?%ﬁ&%&ﬁﬁ LBk E > BREKELSIP 258
BR A
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[Pv4d Header #&4

« Identification (16 bits)

ﬁﬁﬁ&z/\ & (Fragment) ey 3 & > EHHAFHEEE

« Flags (3 bits)

> SAEMAR A B — AR TR AR A B H B2 R
BEA L AR -

# Fragment Offset (13 bits)
» R B8y E A > ADatagram P By B AL E o

# Time of Live (8 bits)

SR AT AAMBLNIEE R EDY - FROERL
LB B d 5B a9 6 3 (Hop Count) Rzt E &9 o
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[Pv4 Header ##4x

¢ Protocol (8 bits)
» 285~ [Py & (TCP UDP % ) 1) & 894X 45 -
« Header Checksum (16 bits)
» AR EAZIBN AT REEZAY -
% Source Address (32 bits)
» 3 6, R R ey [Pvd Aratk o
¢ Destination Address (32 bits)
» 31 61, B a3y [Pvd fLhk -
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[Pv4d Header #&4

« Option ((T%#KE)
r?@ﬁ%%ﬁﬁ%ﬁ%ﬁ%%%%ﬁﬁ@@ﬁkﬁ
S‘Lo
¢ Padding (FT4 E &)

» SLARAL 89 A & 0 45 AOptionAF » % Option M
B AR B32 Bitsey B4z nF » LA - &
H Rk A32 Bitsay B H AL
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[Pvb Header

0 1 2 3
012345678 901234567890123450678901
Version Traffic Class Flow Label

Payload Length Next Header Hop Limit

Source Address

Destination Address
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Flow Label

A flow: a sequence of packets which the source
desires specia handling (by hop-by-hop option or
control protocol)

Identified by combination of source address and non-zero

flow label(randomly and uniformly chosen), as a hash
key used by router.

All packets belonging to the same flow must have the
same source address, destination address, priority, and
flow label

The router may cache the information of next-hop

Interface, decide how to queue the packet based on its

priority, etc...

Maximum lifetime of aflow must be specified. Tﬁ
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Traffic Class

The 8-bit Traffic Classfield in the IPv6 header is
available for use by originating nodes and/or
forwarding routersto identify and distinguish between
different classes or priorities of IPv6 packets.

E.g., used as the codepoint in differentiated services

General requirements

Service interface must provide a means for upper-layer
protocol to supply the value of traffic class

Value of traffic class can be changed by source, forwarder,
receiver

An upper-layer protocol should not assume the value of
traffic class in arecelved packet has not been changed. —

Al
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[Pv6 Header #&4x

¢ Version (4 bits)

-éi?alnternet Protocol &y A3t45 - [Pv6 Br 5

¢ Traffic Class (8 Bits)

» RO @AY ER A AR LK o BARAR AL 82 [Pv4
" Service Type” #RA4LA8FE) 693558 o

« Flow Label (20 Bit)

» A3 LT B BF lowss e - £ R %3 Flow Label
ﬁ&%&%%i%ﬁ%@%i’@&%ﬁﬁﬁﬁ

« Payload Length (16 Bit)

> LB IR B AT IPVER AR AR R T o3 ek
B > UByte® Bzt H - ™
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[Pv6 Header ##4sx

Next Header (8 bits)

{E(10XEAT) o S Y
0 Hop By Hop Option Header
6 TCP
17 UDP
41 Capsule |1Pv6 Header
43 Routing Header
44 Fragment Header
46 Resource Reservation Protocol
50 Security Payload Capsule Header (RFC2406)
51 Authentication Header (RFC2402)
58 ICMPV6
59 No Next Header ——
60 Destination Option Header -
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[Pv6 Header ##4sx

« Hop Limit (8 bits)
» L EIFEERIPVE HOBRBEZATR S TLBY
BnEE B o
« Source Address (128 bits)
» 3 6L R IR e IPv6 Lk o
# Destination Address (128 bits)

b 316, B ey ey IPv6 Ak o —AZ R 0 €% T A K
B 83yt o 85 2P 4E 88 7 A Routing
Header 7285 > B RZ T RL B O > mAZERD
Source Routing ListArztskey T —ERoute
Interface®y L ik -
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Option&y =) sE

Option ~——»

IPve ARG | AEeEE | - - - | EBESE

Diata(TCP/TUDP Header + Data)

SRR B9IPve L AR E4E R AL AP AR SR ¢
TRPAH XE W EAPARAR 0 B AR L ICNP
Parameter Problem Message (Type=1, Code=1) °
BHitahE o

A IEARARSA 0 12T A 28 10 4% 58 09 Option RAk & 3%
B 0 #Optioné it & K432 3 o

!
-1
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[Pvb 3 &Lzt fy 1R 3R 695+

(1) B HAL 5

Pv EFEE | TP Application FE%8 )
T—BEE=c | EE /
(TCP) ~

(2) SEfpiZEE A H — (B

IPv6 B 80 Routing 1258 TCP )
TEEE =43 | T—@EE = | =H Application {555 /
(Routing) (TCP) (
(3) FL{RiZEE R HREFF ‘
IPv6 & F4EE Routing 153 Fragment TCP | otication )
T—E#E =43 | T—EEE =4 1R 7B P /
(Routing) (Fragment) T —{EFE-6 E
(4) FL{RIREE A = {8
IPv6 3 A4E5E | Routing fE5E Fragment Secutify | TCP | snfication 15 >
T—EEE = 43| FT—EEH et Z2E T—| 2% :
=44 T ERE=50| {HEE=6 = /

[Pv6 7t 4K 48 I 4 25 1) R B 56 Bl

e

|-t

=



MEMMAZIA T TAENER

« Hop By Hop Option Header(RFC2460)
% Routing Header (Type 0) (RFC2460)
% Fragment Header(RFC2460)

% Destination Option Header(RFC2460)
# Authentication Header (RFC2402)

% Security Payload Capsule (ESP :

Encapsulating Security Payload) Header
(RFC2406)
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& AP A% 3R HH B eY)IR

% [Pvb header

* Hop—by-Hop Options header

* Destination Options header

® Routing header

* Fragment header

% Authentication header

* Encapsulating Security Payload header
* Destination Options header

Loy
-

[PvO 7K 4 PR 4 28 1) B B 3l



Hop By Hop Option Header

0 3
0123456789 0123456789%01234567¢ 8901

Next Header Hdr Ext Len

Options

Next Header (8 bits)
B85~ % 3% Hop By Hop Option AZSE X 74 :E HABE Y4648 -

Hdr Ext Len (Header Extension Length) (b
Bits)
U de o 81k & s~Hop By Hop Option #%8E&y&FE > XA8 Bytes
é%ﬁa'ﬁ o TMEEE 4 A @4Hop By Hop Option #2388 & #7448
ytes o
Options (TT# & &)
A — B LA EATLV (Type-Length-Valve) % X 45 a4y:% 18 - —
-l
[PV 7 4% 48 5 48 5 1) 2 B R el
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"
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Routing Header

3

0123456789 0123456 7890123456789 01

Next Header

Hdr Ext Len

Routing Type

Segments Lett

type-specific data

Next Header (8 bits)
» BE~ T3 Routing Header= 7% i8 45 AZ SE Y #E4E o

Hdr Ext Len (Header Extension Length) (8 bits)

» LS R & ~Hop By Hop Option AZ3E&y K E » A8 bytesAEfL o

Routing Type (8 bits)

» AT TR HAE -
Segments Left (8 bits)
> L ﬁ?ﬁ%ﬁ%ﬂ‘%%rﬁ%ﬂéﬁ%gmentﬁ » kBT PR K B M

o4 38 38 2 384% B Segment L o

Type-Specific Data (=
» AL eY N A LA X b e

%)

By Routlng Typeir & -

[PV 37 14X 48 PR 4R 2% 1) & B 55
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Source Routing (Routing Type=0)

0 1 2 3

« LSRR (Loose Source iesisiraioiasiseretettsassrest,
and Record Route) Fores
> §}%E§4§§.L é’] Address[1]
Segment > &1%:% 1%
AL T —18 B #) 3 o
A BEAR R 26930

« SSRR (Strict Source

and Record Route) | o
> AR T
Segment » &1%i C.1%
FEAL AR T —1E B 493
gﬁ#%ﬁxﬂ%ﬂ

n
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Routing Header

Type O routing header
For unicast packet only

Source places the destination address at the last position of
the address list in the routing header

Destination address in the IPv6 header isthe first (next)
desired router on the path

The routing header will not be examined until the packet
reaches the node identified in the |Pv6 header
Processing the routing header

For strict route, if the first addressin the address list is not directly
connected, discard the packet

Otherwise, swap the destination address of the |Pv6 header with
addresg hdr_ext_len/2-seg_|eft], decrease the segment left field
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Source Routing #&9%]F

L B ; dress 4
g:%{?iﬁmodeZAddresszs WRABHR; Mode ;7 Address : D

. Eouter R1 Eouter B2 Fouter B3 hub
\§]
1'II( .< £ E n""<_\‘hllI
x "\_,__ b g /__77
11 1z I3
p Y,
v

Router Node Address
_
-+
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Routing Header Example

Source: S, Destination: D Intermediates: 11,12, 13
Asthepacket travelsfrom Sto 11

Sourceaddress=S Hdr Ext Len =6 (in units of 64 bits)
Destination=I1 Segment left =3
Addresq1]=12
Addresg2]=13
Address[3]=D
Asthepacket travelsfrom [1to 12
Sourceaddress=S Hdr Ext Len=6
Destination =12 Segment left =2
Addresg1]=11
Addresg2]=13
—
Addresy3]=D -

[Pv6 7t 4K 48 I 4 25 1) & B8 25 6 Bl



Routing Header Example

Asthepacket travelsfrom [2to |3

Sourceaddress=S Hdr Ext Len =6 (in units of 64 bits)
Destination=I3 Segment left =1
Address[1]=11
Address[2]=12
Address[3]=D
Asthepacket travelsfrom [3to D
Sourceaddress=S Hdr ExtLen=6
Destination = D Segment left =0
Address[1]=I1
Address[2]=12
Address[3]=13 T_ﬁ
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1

1

1

1

Fragment Header

0 1

2

3

0 1234567890123 4567890123454678901

Next Header

Reserved

Fragment Oftset

Res

M

Identification

Next Header (8 bits)

» A5+ B FragnentiZsAx 4R A2 A FEHE -

Reserved (8 bits)
> BHAR G AR o R A B R A .

Fragment Offset (13 bits)

b BB AR RSARAZ 2B e o IR AR AZ 1 ) B AHE A

{8 > BA8bytes A FE A o

M Flag (1 bit)

» M Flag
» M Flag

1 &% AFragment
0 & eyFragment

I[dentification (32 bits)
» BRAMR & Fragnent= #5] F » 7T #Packet BAE R R ©
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Fragmentation Example

IPv6 Header

Fragment 1 Data

Fragment 2 Data

Fragment 3 Data

(@) Original packet

IPv6 Header | Fragment Header | Fragment 1 Data
IPv6 Header | Fragment Header | Fragment 2 Data
IPv6 Header | Fragment Header | Fragment 3 Data

(b) Fragments

TPv6 7 14X 48 I 48 28 i S

e
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Packet Size Issue

MTU of every link must >= 1280 bytes

Use Path MTU Discovery to discover MTU
greater than 1280 bytes

A node need to accept a fragmented packet that
Isaslarge as 1500 octets

e
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Reassembly

Unfragmentable part of the reassembled
packet consists of all headers up to the
fragment header

The next header in the unfragmentable part is
replaced by the next header field of the first
fragment’ s fragment header

Payload length computation

PL.org = PL.first - FL .first - 8\+ (8*FO.last) + FL.last

PL: payload .
FL: fragment length Header length up to routing header T-JT
4—[_'

FO: fragment offset
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0

Destination Options Header

2 3

012345678 90123456789 0123456789%01

Next Header

Hdr Ext Len

Options

i

Next Header (8 bits)

» 287 B3 Destination Options Header= 4% i 45 4% 58 t4

4 -
Hdr Ext Len (Header Extension Length) (8

i

bits)

» LA &SRR & ~Destination Options Header#y& & - A
8 bytes® B fx - Tk E R A &2 Destination Options

Header s #7498 bytes °

Options (T % & &)

» AT A —fE s L8 TLY (Type-Length-Valve) 445 &4
OptioniE g -

i
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No Next Header

T —ABAR SRR A A 098F » Bp R T — B AL A
RIAR AT
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RS SR

0 1 2 3
0123456789 01234567890123456789101
Next Header Payload Length Reserved

Security Parameter Index

Sequence Number

Authentication Data

_
-
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WL IR

¢ Next Header (8 bits)
» BEST RN BRI X 14 AR FE SR o
# Payload Length (8 bits)

» BAZEAG K 0 B4 Bytes(32 bits) B & o
BEKEARA AR ELBARMHE bytes o

# Reserved (16 bits)
b B ARG AL o 1REBT A0 0 BT R] Zegde o
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WL IR

% Security Parameter Index(SPI) (32 bits)
» AR E (SPIE ) 2432 bitsey{a i skDatagram= Security
Association(SA)35 & H & -
% Sequence Number (32 bits)
» BEMAA EIRRETESE 0 R AN IESA Replay(anti-
replay Protection)H &4 -
# Authentication Data (32 bits @"-%;Q’JT”% )

> BEMME A2 Ditso) BEHEZTEHEE > 58 THRE
b3 e M2 Integrity Check Valve{é‘(ICV) o f7E AR,
%32 bitsey B 58T » A Padding RE A
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Security Payload Capsule
Header

0 1 2 3
01234567 890123456789 0123454678901

Security Parameter Index

Sequence Number

Payload Data(variable)

Padding (0-255 bytex)

Pad Length Next Header

Authentication Data
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Security Payload Capsule
Header

% SPI : Security Parameters Index (32 bits)
» ZEABAL BAAE & 232 bitsey1a#F sbDatagram= Security
Association SA#5-FH R A F -
% Sequence Number (32 bits)
» SEMM A EIEETE 0 LA IESA Replay(anti-
replay Protection)H &4 -
%« Payload Data (T4 k&)

» SAMIALAE A LA32 bitsty BERMEZTEH K > 42T —18
Za PRz Data o sbFiled2 b &8y o

= Padding (7% & 0~255 bytes)

v AN R A A E AT E B - Payload Datal BB EEE
F z Block Size®yfE2AE3E N - Tﬁ
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Security Payload Capsule
Header

% Padding Length (8 bits)
» 3+ E AT —1BPadding®y & & » LA byte A ELr - BAHE L
0~225 > 0B] % ~72 A Padding byte o sbAfr & 50 F8f o
% Next Header (8 bits)
» 357 T4 Security Payload Capsule Header = 4% i 4542
SAR)AESE ©
« Authentication Data (32 bits =& ey T& EE)

> ZEMALE A LA32 Ditst BEHMEZXTERE » 24 TKR
% B ESP Packeti 303425844 3 B 2 Packetey oM 2
Integrity Check Valve & (ICV) o &% m 432 bitsey 2
AL8F > A PaddingR3E 44 o
Il
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Internet Software Consortium: http://www.isc.org/
Internet Assigned Numbers Authority: http://www.iana.org/
Internet Engineering Task Force: http://www.ietf.org/
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